
About TrustDefender

An Australian company founded in January 2006, 
TrustDefender is an award-winning and leading
innovator in integrated security and fraud risk 
management solutions.

Why we’re different

TrustDefender’s products increase the fraud detection 
and prevention capabilities for an online business, 
effectively providing a complete end-to-end solution to
the two major scenarios that any online business faces:

1) Identity Takeover - Making sure confi dential    
 information (such as usernames, passwords,
 multi-factor tokens and other details) are not    
 compromised and stolen by cybercriminals in the fi rst   
 place through malware or other means.

2) Making sure cybercriminals who have stolen    
 credentials can’t do anything malicious with that   
 information once they try to use it.

Amongst an extensive range of capabilities, TrustDefender’s solutions integrate the end-user and their 
computing device into the overall security chain and stops hidden malware that takes advantage of 
authenticated sessions from breaking into organisations, bank accounts and other online services
and databases.

TrustDefender allows secure transactions even on computers infected by known or unknown malware.

In addition, TrustDefender gives organisations unprecedented visibility into the security health status of 
all computers, smartphones, tablets and other Internet-connected devices that are connecting to that 
organisations network and online services, while delivering visibility into types of malware threats directing 
the attacks.

If there is a potential problem identifi ed with a transaction, the “instant decisioning” process applies and lets 
the organisation make decisions in real-time based on this previously untapped information.



TrustDefender’s third-generation security suite

The TrustDefender security suite includes TrustDefender 
Zero, TrustDefender Pro, TrustDefender FixIt, the 
TrustDefender Central Intelligence Server, TrustDefender 
VPN and TrustDefender Cloud.

TrustDefender Zero uses next-generation technology 
for fraud risk management that requires no end-user 
download or intervention and provides 100% coverage 
across any and all devices connecting to an organisation’s 
network, whether internally or externally.

TrustDefender Pro is an Internet security software 
solution downloaded to end-user computers.   Bringing 
integrity back to the internet, it secures the Internet 
session solving the issues facing organisations where an 
increasing percentage of their customer base connects to 
online services for banking and ecommerce.

TrustDefender VPN delivers secure remote access 
protection, while TrustDefender Cloud secures the 
cloud and delivers web application protection for all web 
application providers.

The TrustDefender Central Intelligence Server is 
enterprise server software that integrates into an 
organisation’s IT infrastructure where information from 
TrustDefender Zero, TrustDefender Pro, TrustDefender 
VPN and TrustDefender Cloud is collated, actioned and 
secured in real-time.

TrustDefender Labs and Malware Intelligence Advisory Services

TrustDefender also offers Malware Intelligence Advisory Services to major organisations on an annual 
subscription basis through TrustDefender Labs.

TrustDefender Labs sits within the company’s Research and Development division, spanning the 
TrustDefender headquarters in Sydney, Australia, to TrustDefender’s Advanced Threat Research Services 
division in the United Kingdom.


